Excerpt from HIPAA AdSi Statute – Security
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 1996
Public Law 104-191
104th Congress
An Act
To amend the Internal Revenue Code of 1986 to improve portability and continuity of
health insurance coverage in the group and individual markets, to combat waste, fraud,
and abuse in health insurance and health care delivery, to promote the use of medical
savings accounts, to improve access to long-term care services and coverage, to simplify
the administration of health insurance, and for other purposes.
Be it enacted by the Senate and House of Representatives of the United States of America
in Congress assembled,
SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
(a) SHORT TITLE.--This Act may be cited as the Health Insurance Portability and
Accountability Act of 1996 .
(b) TABLE OF CONTENTS.--The table of contents of this Act is as follows:
Sec. 1. Short title; table of contents.
TITLE I--HEALTH CARE ACCESS, PORTABILITY, AND RENEWABILITY
...
TITLE II--PREVENTING HEALTH CARE FRAUD AND ABUSE;
ADMINISTRATIVE SIMPLIFICATION; MEDICAL LIABILITY REFORM
...
Subtitle F--Administrative Simplification
Part C--Administrative Simplification
…
(d) SECURITY STANDARDS FOR HEALTH INFORMATION.-(1) SECURITY STANDARDS.--The Secretary shall adopt security standards that-(A) take into account-(i) the technical capabilities of record systems used to maintain health information;
(ii) the costs of security measures;
(iii) the need for training persons who have access to health information;
(iv) the value of audit trails in computerized record systems; and
(v) the needs and capabilities of small health care providers and rural health care
providers (as such providers are defined by the Secretary); and
(B) ensure that a health care clearinghouse, if it is part of a larger organization, has
policies and security procedures which isolate the activities of the health care
clearinghouse with respect to processing information in a manner that prevents
unauthorized access to such information by such larger organization.
(2) SAFEGUARDS.--Each person described in section 1172(a) who maintains or
transmits health information shall maintain reasonable and appropriate administrative,
technical, and physical safeguards-(A) to ensure the integrity and confidentiality of the information;

(B) to protect against any reasonably anticipated-(i) threats or hazards to the security or integrity of the information; and
(ii) unauthorized uses or disclosures of the information; and
(C) otherwise to ensure compliance with this part by the officers and employees of such
person.

Mini-Security Rule in HIPAA AdSi Privacy Rule
§ 164.530 Administrative requirements.
(1) Standard: safeguards. A covered entity must have in place appropriate administrative,
technical, and physical safeguards to protect the privacy of protected health information.
(2) Implementation specification: safeguards.
(i) A covered entity must reasonably safeguard protected health information from any
intentional or unintentional use or disclosure that is in violation of the standards,
implementation specifications or other requirements of this subpart.
(ii) A covered entity must reasonably safeguard protected health information to limit
incidental uses or disclosures made pursuant to an otherwise permitted or required use or
disclosure.

Security Provision – Health Plans
164.314 Organizational requirements.
…
(b)
(1) Standard: Requirements for group health plans. Except when the only electronic
protected health information disclosed to a plan sponsor is disclosed pursuant to §
164.504(f)(1)(ii) or (iii), or as authorized under § 164.508, a group health plan must
ensure that its plan documents provide that the plan sponsor will reasonably and
appropriately safeguard electronic protected health information created, received,
maintained, or transmitted to or by the plan sponsor on behalf of the group health
plan.

